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“.friends, or the media about the possibility’
. of terrorist-caused releases of radloactlve

S NUCLEAR PROFESSIONA Sy
we all have been 1nvolved in‘rec

terrorist attacks..As'we think: about the best
“way. to respond to these questron 1t'1s us

will focus mmore on general

or weaknesses. We should also keep in

mind that the motivation of terrorists-in
- choosing a particular farget may not be

based on inflicting maximum public fatal-
" ities or injuries, but may involve causing
‘ perceived economic dislocation or psy-:
- chological trauina, or making some sym-
: bolic point. As engineers and scientists, we
can take some measures to reduce target
vulnerabilities. Choices of targets and
methods of attack, however, involve per-

~ ceptions by terrorists of the effects of their:

_actions, as well as the availability of means
and opportunity for attack. Addressing
these aspects requires intelligence gather-
ing, threat assessment, and the elimination
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 Anc overview

“sponding to questions from family; .

" on specific structural and system strengths kN

‘potential attacks rather thaxi likely conse
.:quences. An increased concern about haz-

material, in the wake of the September 11. |-~

ards from the dispersal of spent nuclear fuel
is also evident.
An indirect result of the attack seems to

nuclear issues in general. An increased em-

- phasis_on nuclear power production as it
contributes to national security and the need

for a resolution of high-level waste issues

‘had-been raised-in the administration’s en-

ergy plan. Since September, the public ap-

pears more interested, and to a degree more
‘conveérsant, i these issues. i

Public perceptions are, of course, colored

toa large degree by the amount and type of,
“media coverage, $o the reaction of the me-"
‘dia (as perceived by the. author) is also

clear a.nd sensatron—seekmg Journahsts have
not disappeared, there is a great deal more

multiple sources.
Recent treatments of nuclear threats in

mainstream publrcatrons include the No-
- vember 5, 2001, issue of Newsweek and the |
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be dn‘incréased interest and awareness of

f nuclear threats
zo_ns about posszble radzoactzve releases

c used by terrorist attacks: requ'
.of consequences from\ such an attack wzth those

.‘a compartson

‘rates each potentral target from postal de-‘

liveries to water supplies, as.to vulnerabil-
. ity (that i is, how easy it would be to cause
" injury) and as to potent1a1 loss (that is, how

many people could be killed). These two

. parameters, graphically represented to in-
‘dicate “high,” “medium,” or “low” values,

are then quahtatrvely combmed toreach a

. priority for action: -

The values assrgned by Newsweek to the

) vulnerablhty and potential loss for some of
" the fargets are questionable. For example,

the vulnerabrhty of nuclear power plants is

.1ated as “highi,” when a medium or low rat-
ing would have been more accurate. The at-

tempt to presenta risk perspectrve howev-

7er, is a step forward in public drscussron of

hazards.
A difference that is noticeable in-the
Newsweek assessment between nuclear and

,‘other potent1a1 terrorrst targets, such as

‘Continued on page 34
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Continued from page 31
sports stadiums, chemical plants, and sky-

- scrapers, is the different threats assumed as

initiating events. Only the nuclear facility
is assumed to be hit by a large aircraft, al-
though the potential fatalities from such an
impact on a sports stadium or skyscraper

are obviously greater.

Are nuclear hazards different?
So why are nuclear hazards perceived

differently by the media and the public?
-Several factors contribute to the public per-

. ~ception that an accident involving dispersal :
" of radioactive materials would be particu-

F.

i

.expressed with regard to twice this nugiber

-+ ~larly catastrophic. The calculated worst-
.47 case consequences of reactor accidents are
“.~well published, and these include not only -
"' radiation exposures but also significant lo-
- ;- calland contamination. Extreme worst-case
#~'consequences of potential chemical releas-
" es or dam failures are not well published.
" Accidental radiation exposures are not
-’common, so the public is not familiar with
‘the effects or lack of effects from acciden-
‘tal exposures. There is also not large public

omprehension of the fact that radiation is.

-now routinely used to cure cancer in tens of
“thousands of patients each-year.

Another factor that increases the signifi- |
ce of an event in the public mind is the

bsoltte number of potential fatalities in a-
ular incident. This is easily demon- -
I'by the difference in public concern.
overasingle dircraft crash causing perhaps-
_400 fatalities with the (absence of) concern ;

R

atahtles due to traffic accidents (half o
-alcohol- related) within’ the "sami
his difference in perception is fur-

thereniphasized; of course, by the continu- -
ation of approximately the same number of
5tra.fﬁc fatalities every week of the year.

Along with certain types of chemical
hazards, radiation has the potential to cause |
health effects that are not expressed for |

many years, so the accident is not “over:

when it’s over.” We'can add to'these dif-
ferences the compounding effects of worry/
spread by individuals and organizations
with antinuclear agendas.

'New NCRP report

An interesting (but a bit verbose) recent

-report that provides a useful compilation of

background material on. the range of phys-

NCRP (National Council on Radiation Pro-
tection and Measurements) Report No. 138,
“Management of Terrorist Events Involv-'
ing Radioactive Material.” It is directed pri-
marily to emergency responders and those
who provide training to them, but also con~/
tains information of interest to and use by =ff
other nuclear professionals. The events and
consequences discussed range from a pow- _
er plant release, to spent fuel damage, to rag
N
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dioactive material spread by conventional
weapon. The report provides a wuseful .

ical trauma resulting from exposures to very
high levels of radiation. The synopsis of
" data on atomic bomb survivors from World
War II also illus-

explosives, to detonation of a stolen nuclear -|

overview of the degree of immediate phys- |

that licensees be able to respond with force
to a group of armed attackers using protec-
tive strategies involving layers of defense.”
The NRC is now undertaking a “top-to- - .
bottom” review of security measures, in-
cluding the need for a commitment of gov-
ernmental as well as licensee response

trates the relatively
.small long-term ef-
fects (expressed as
cancers) from high
levels of initial ex-
posure. '
A quotation (orig-
inally published in
boldface for empha-
sis) from that NCRP
report provides an
important perspec-
tive on the effects of

The NRC
a “top-to-

is now undertakmg
bottom” review of

security measures, including
the need for a commitment
of governmental as well as

licensee response resources.

contamination from -
dispersal of radioactive materials: “It
- should be noted emphatically that radioac- -
tive contamination (whether internal or ex--,
ternal), is never immediately life threaten-
ing and therefore, a radiological assessment
or decontamination should never take
" precedence over significant medical condi-
tions.” (further emphasis added)
While that NCRP report maintains the
linear no-threshold theory for projection of
' long-term effects of exposures to low levels

,_ “reduction in the risk coefficient at low dos--

es or for prolonged exposures to take into
~account the normal recovery mechanisms
of the body. Perhaps we can see a shift in
‘the argumentin the health physics/biologi-
al'effects community from whether there is
radiation damage repair at low doses to the
magpnitude and dose range of the repair
mechanism.

" So, how do we bring perspective to our
-“discussions with family, friends, or media
_contacts regarding terrorist threats to nu-
olear facilities and materials? First we can/
“note the past and current attention to this
. subject by both government and industry. ;
- No one has their head in the sand in the face
of this significant new challenge. As NRC
'Chairman Richard Meserve noted in a "
speech he gave on November 8 before thé |

‘Atlanta, Ga.: “For decades, security against
sabotage has been an important part of the
'NRC’s regulatory activities and our li-’
: censee’s responsibilities, applying defense
"in depth as the guiding principle. . . Nu-
i clear facilities are among the most robust-
; ly built structures in existence. Secondly,
e require careful background checks to -

_ have access controls, delay barriers, and in- -
trusion detection systems to detect and de-

@er potential attackers. Thirdly, we require *
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‘of radiation, it does note a “factor of two”. |

. Institute of Nuclear Power Operations, in |
-ical and psychosocial effects of a terrorist- )
‘induced spread of radioactive material is

“minimize the risk of insider assistance and {-

resources. The Nuclear Energy Institute
-(NEI), working with'the Electric Power Re- -
“search Institute (EPRI) is reviewing avail- :
able technical information relevant to as
suring the safety of nuclear facilities wit
respect to potential terrorist actions.’ A
Chairman Meserve-also noted, “Any poli
 cy regarding the defense of fiiclear facili
- ties should be mtegrated in‘the overall: te
spouse to the threat to. 1nfrastructure of 2

“in this discussion.
President Bush;,

of the Union- Address; mentloned Am‘

can nuclear power plants, along w1th piib-

lic water facilities and landmarks, as- po-
tential terrorist targets. Two of the four key

focus areas in the President’s strategy for

~homeland security are funding for emer- -~

. ,gency response and improved intelligence.

Acceptance that nuclear facilities are pos-

sible targets, coupled with an emphasis on

improved intelligence (threat reduction)

and emergency response (threat intercep-

fion and consequence mitigation), appears
’ratlonal and balanced.

7. /The second area we can address to bring
,pérspective to concerns about a terrorist
threat to nuclear facilities is regarding the
substantial existing design capabilities of
quclear power facilities. This includes the
Jayers of structural protection of the reac-
tor core that provide a substantial degree of
protection against even an impact by a
Jarge aircraft, the multiple ‘and diverse
emergency systems, the emergency plans
in place (and regularly exercised in tests)
for event assessment, evacuation, and
cleanup, if necessary. With respect to the
. dry storage of spent nuclear fuel, we can
explain that radioactive gases have de-
<Cayed, so that the local cleanup of solid ma-
terials would be the principal concern if the
concrete containers and steel liner were
breached. '
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