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“.friends, or the media about the possibility’
. of terrorist-caused releases of radloactlve

S NUCLEAR PROFESSIONA Sy
we all have been 1nvolved in‘rec

terrorist attacks..As'we think: about the best
“way. to respond to these questron 1t'1s us

will focus mmore on general

or weaknesses. We should also keep in

mind that the motivation of terrorists-in
- choosing a particular farget may not be

based on inflicting maximum public fatal-
" ities or injuries, but may involve causing
‘ perceived economic dislocation or psy-:
- chological trauina, or making some sym-
: bolic point. As engineers and scientists, we
can take some measures to reduce target
vulnerabilities. Choices of targets and
methods of attack, however, involve per-

~ ceptions by terrorists of the effects of their:

_actions, as well as the availability of means
and opportunity for attack. Addressing
these aspects requires intelligence gather-
ing, threat assessment, and the elimination
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 Anc overview

“sponding to questions from family; .

" on specific structural and system strengths kN

‘potential attacks rather thaxi likely conse
.:quences. An increased concern about haz-

material, in the wake of the September 11. |-~

ards from the dispersal of spent nuclear fuel
is also evident.
An indirect result of the attack seems to

nuclear issues in general. An increased em-

- phasis_on nuclear power production as it
contributes to national security and the need

for a resolution of high-level waste issues

‘had-been raised-in the administration’s en-

ergy plan. Since September, the public ap-

pears more interested, and to a degree more
‘conveérsant, i these issues. i

Public perceptions are, of course, colored

toa large degree by the amount and type of,
“media coverage, $o the reaction of the me-"
‘dia (as perceived by the. author) is also

clear a.nd sensatron—seekmg Journahsts have
not disappeared, there is a great deal more

multiple sources.
Recent treatments of nuclear threats in

mainstream publrcatrons include the No-
- vember 5, 2001, issue of Newsweek and the |
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be dn‘incréased interest and awareness of

f nuclear threats
zo_ns about posszble radzoactzve releases

c used by terrorist attacks: requ'
.of consequences from\ such an attack wzth those

.‘a compartson

‘rates each potentral target from postal de-‘

liveries to water supplies, as.to vulnerabil-
. ity (that i is, how easy it would be to cause
" injury) and as to potent1a1 loss (that is, how

many people could be killed). These two

. parameters, graphically represented to in-
‘dicate “high,” “medium,” or “low” values,

are then quahtatrvely combmed toreach a

. priority for action: -

The values assrgned by Newsweek to the

) vulnerablhty and potential loss for some of
" the fargets are questionable. For example,

the vulnerabrhty of nuclear power plants is

.1ated as “highi,” when a medium or low rat-
ing would have been more accurate. The at-

tempt to presenta risk perspectrve howev-

7er, is a step forward in public drscussron of

hazards.
A difference that is noticeable in-the
Newsweek assessment between nuclear and

,‘other potent1a1 terrorrst targets, such as

‘Continued on page 34
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Continued from page 31
sports stadiums, chemical plants, and sky-

- scrapers, is the different threats assumed as

initiating events. Only the nuclear facility
is assumed to be hit by a large aircraft, al-
though the potential fatalities from such an
impact on a sports stadium or skyscraper

are obviously greater.

Are nuclear hazards different?
So why are nuclear hazards perceived

differently by the media and the public?
-Several factors contribute to the public per-

. ~ception that an accident involving dispersal :
" of radioactive materials would be particu-

F.

i

.expressed with regard to twice this nugiber

-+ ~larly catastrophic. The calculated worst-
.47 case consequences of reactor accidents are
“.~well published, and these include not only -
"' radiation exposures but also significant lo-
- ;- calland contamination. Extreme worst-case
#~'consequences of potential chemical releas-
" es or dam failures are not well published.
" Accidental radiation exposures are not
-’common, so the public is not familiar with
‘the effects or lack of effects from acciden-
‘tal exposures. There is also not large public

omprehension of the fact that radiation is.

-now routinely used to cure cancer in tens of
“thousands of patients each-year.

Another factor that increases the signifi- |
ce of an event in the public mind is the

bsoltte number of potential fatalities in a-
ular incident. This is easily demon- -
I'by the difference in public concern.
overasingle dircraft crash causing perhaps-
_400 fatalities with the (absence of) concern ;

R

atahtles due to traffic accidents (half o
-alcohol- related) within’ the "sami
his difference in perception is fur-

thereniphasized; of course, by the continu- -
ation of approximately the same number of
5tra.fﬁc fatalities every week of the year.

Along with certain types of chemical
hazards, radiation has the potential to cause |
health effects that are not expressed for |

many years, so the accident is not “over:

when it’s over.” We'can add to'these dif-
ferences the compounding effects of worry/
spread by individuals and organizations
with antinuclear agendas.

'New NCRP report

An interesting (but a bit verbose) recent

-report that provides a useful compilation of

background material on. the range of phys-

NCRP (National Council on Radiation Pro-
tection and Measurements) Report No. 138,
“Management of Terrorist Events Involv-'
ing Radioactive Material.” It is directed pri-
marily to emergency responders and those
who provide training to them, but also con~/
tains information of interest to and use by =ff
other nuclear professionals. The events and
consequences discussed range from a pow- _
er plant release, to spent fuel damage, to rag
N
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dioactive material spread by conventional
weapon. The report provides a wuseful .

ical trauma resulting from exposures to very
high levels of radiation. The synopsis of
" data on atomic bomb survivors from World
War II also illus-

explosives, to detonation of a stolen nuclear -|

overview of the degree of immediate phys- |

that licensees be able to respond with force
to a group of armed attackers using protec-
tive strategies involving layers of defense.”
The NRC is now undertaking a “top-to- - .
bottom” review of security measures, in-
cluding the need for a commitment of gov-
ernmental as well as licensee response

trates the relatively
.small long-term ef-
fects (expressed as
cancers) from high
levels of initial ex-
posure. '
A quotation (orig-
inally published in
boldface for empha-
sis) from that NCRP
report provides an
important perspec-
tive on the effects of

The NRC
a “top-to-

is now undertakmg
bottom” review of

security measures, including
the need for a commitment
of governmental as well as

licensee response resources.

contamination from -
dispersal of radioactive materials: “It
- should be noted emphatically that radioac- -
tive contamination (whether internal or ex--,
ternal), is never immediately life threaten-
ing and therefore, a radiological assessment
or decontamination should never take
" precedence over significant medical condi-
tions.” (further emphasis added)
While that NCRP report maintains the
linear no-threshold theory for projection of
' long-term effects of exposures to low levels

,_ “reduction in the risk coefficient at low dos--

es or for prolonged exposures to take into
~account the normal recovery mechanisms
of the body. Perhaps we can see a shift in
‘the argumentin the health physics/biologi-
al'effects community from whether there is
radiation damage repair at low doses to the
magpnitude and dose range of the repair
mechanism.

" So, how do we bring perspective to our
-“discussions with family, friends, or media
_contacts regarding terrorist threats to nu-
olear facilities and materials? First we can/
“note the past and current attention to this
. subject by both government and industry. ;
- No one has their head in the sand in the face
of this significant new challenge. As NRC
'Chairman Richard Meserve noted in a "
speech he gave on November 8 before thé |

‘Atlanta, Ga.: “For decades, security against
sabotage has been an important part of the
'NRC’s regulatory activities and our li-’
: censee’s responsibilities, applying defense
"in depth as the guiding principle. . . Nu-
i clear facilities are among the most robust-
; ly built structures in existence. Secondly,
e require careful background checks to -

_ have access controls, delay barriers, and in- -
trusion detection systems to detect and de-

@er potential attackers. Thirdly, we require *
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‘of radiation, it does note a “factor of two”. |

. Institute of Nuclear Power Operations, in |
-ical and psychosocial effects of a terrorist- )
‘induced spread of radioactive material is

“minimize the risk of insider assistance and {-

resources. The Nuclear Energy Institute
-(NEI), working with'the Electric Power Re- -
“search Institute (EPRI) is reviewing avail- :
able technical information relevant to as
suring the safety of nuclear facilities wit
respect to potential terrorist actions.’ A
Chairman Meserve-also noted, “Any poli
 cy regarding the defense of fiiclear facili
- ties should be mtegrated in‘the overall: te
spouse to the threat to. 1nfrastructure of 2

“in this discussion.
President Bush;,

of the Union- Address; mentloned Am‘

can nuclear power plants, along w1th piib-

lic water facilities and landmarks, as- po-
tential terrorist targets. Two of the four key

focus areas in the President’s strategy for

~homeland security are funding for emer- -~

. ,gency response and improved intelligence.

Acceptance that nuclear facilities are pos-

sible targets, coupled with an emphasis on

improved intelligence (threat reduction)

and emergency response (threat intercep-

fion and consequence mitigation), appears
’ratlonal and balanced.

7. /The second area we can address to bring
,pérspective to concerns about a terrorist
threat to nuclear facilities is regarding the
substantial existing design capabilities of
quclear power facilities. This includes the
Jayers of structural protection of the reac-
tor core that provide a substantial degree of
protection against even an impact by a
Jarge aircraft, the multiple ‘and diverse
emergency systems, the emergency plans
in place (and regularly exercised in tests)
for event assessment, evacuation, and
cleanup, if necessary. With respect to the
. dry storage of spent nuclear fuel, we can
explain that radioactive gases have de-
<Cayed, so that the local cleanup of solid ma-
terials would be the principal concern if the
concrete containers and steel liner were
breached. '
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Although the likely offsite consequences
of terrorist attacks on a nuclear facility are
low, it is important to note that any ra-

+ .dioactive contamination would be easily

detected by licensee, state, and federal
emergency response personnel with detec-
tion instrumentation that they now have and
in the use of which they are trained. As not-

~ edin the NCRP report, contamination from

dispersal of radioactive material would not
be immediately life threatening. The most
significant impacts of contamination from
even a severe accident release would be the
cost for local land contamination and
cleanup.

Third, as discussed previously, we can
bring awareness of what impact the same
terrorist methods might have on other as-
pects of our daily lives. As Chairman
Meserve noted in a January 17 speech at the
National Press Club, in Washington, D.C.,
“development of appropriate defenses”

(risk mitigation) rather than “risk avoid-

B Develop measures of vulnerability and
event consequences that apply to more than
nuclear facilities. There will be a need for
an allocation of government resources (and
industry responsibilities) by the Office of
Homeland Security and the Congress. Nu-
clear professionals who have extensive ex-
perience in risk analyses have the opportu-
nity to contribute methodologies that
assure a reasoned allocation of resources
and concern among various infrastructure
vulnerabilities.
M Assure that the importance of a reliable
s supply of electricity to our national securi-
ty is always a consideration in resource al-
location decisions, and that the vital role of
nuclear energy is recognized. Similarly, as-
sure that the essential role of nuclear mate-
rials in medical, research, and industrial ap-
plications is taken jnto account.
M Exercise a range of threat/release sce-
+ narios with licensees, and state, local, and

federal organizations. Measured response
. to, for example, on-

Nuclear facilities, nuclear
materials, and nuclear
technology are among many
infrastructure targets, all of
which have importance to

our well being and

'indep_endence as a society.

site explosions (such
as a transformer fail-
ure) that are not the
result of terrorist ac-
tion may be as im-
portant to retain
public confidence as
‘preparation for a ter-
rorist attack. While
emergency exercise
scenarios involving
some law enforce-

been . occasionally
employed, federal

ance” is the appropriate approach to a vari-
ety of potential targets. For example, he ob-
served, the dissemination of anthrax spores
through the mail does not prove that it is an

" errorto operate a postal service.

What should we be workmg on?
So much for what we.can do with what

we have. What do we need to think about

for the longer term? The following list is

provided to.engender thinking, and perhaps

some action:. .

M Assure that we maintain a balance be-

tween threat reduction and plant protection; |
measures. The U.S. government and other”

governments throughout the world: will

- need: an.ongoing intelligence, threat as-

sessment, and terrorist infrastructure dis-
ruption effort. In addition, it is important

. that we coordinate our activities to protect

nuclear facilities with the strategies:-em-
ployed by other countries: A failure of se-
curity-or-loss of control of materials at-a
nuclear facility elsewhere, whether or not it

- leads to-areléase of radioactive materials,
- will have at.least some impact on public,

confidence in the adequacy of U:S. securi|
i, ty provisions.
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: — - law  enforcement
and rmhtary agency interfaces that would
come into play-during a terrorist attack (or
credible threat) need to be exercised at all
power plant sites and larger materials li-
censees. This:includes integration into fa-
cility: and governmental emergency re-
sponse plans the communication with
federal military assets that would likely be
involved in the event of any actual or pend—
ing attack.
| Develop addmonal capablhtles to-re-
spond to an event caused by dispersal of ra-
dioactive material by conventional explo-
'sives. About 40 states have an excellent core

" of trained responders; developed around nu- -

clear power and DOE facility (and trans-

portation) preparedness. These capabilities

could be enhanced, and-expanded to-all 50

states, by providing additional radiation de-

tection-equipment, and tfaining in its use, to
‘local and state emergency response and law

enforcement personnel.

M .Develop better ways of commumcatmg‘

radiation risks'to. the public.” .

—In this regard, the NCRP:could add to its

- guidance developmerit measuresiof realistic

|- risk communication as-an ‘objective-as- un~

| portant as radiation protection.
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OVERVIEW OF NUCLEAR THREATS mama

—The NRC could rethink its current Safe-
ty Goals and reformulate these in terms of
a “pet benefit to humanity” that could be ap-
plied to more than nuclear power facilities
and nuclear materials use. This could in-
clude consideration of bepefits, e.g., reli-
able electric power, as well as environmen-
tal impacts (or their absence), and resource
conservation over long time spans. The
probabilities and costs of accidents should
be addressed, including the cost of land
cleanup, which is now not considered in the
Safety Goals. This expansion of the Safety - -
Goal concept appears to be well within the
legal mandate of the NRC, as the mandate
includes environmental impact and alterna-
tives assessment. Expansion of the concept
would also better fulfill one of the original
intents of the Safety Goals, which was to
communicate a risk perspective to the gen-
eral public.

In summary, nuclear facilities, nuclear
materials, and nuclear technology are
among many infrastructure targets, all of
which have importance to our well being
and independence as a society. We need to
assure. that discussions and countermea-
sures of all of these potential terrorist tar-
gets are considered on a level playing field
with respect to the type of threat, vulnera-

- bility, consequences. of successful or un-

fsuccessful attacks, .and benefit to our soci-
ety. The importance to our national security
of having abundant and reliable energy, and

- the vital role of nuclear energy. in assuring
- this supply; cannot be overstated:
ment agencies have | .-
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